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ABSTRACT 

Crypto asset investment in Indonesia has expanded rapidly, increasing the importance of information disclosure and 
transparency. This study examines operators’ information obligations and blockchain’s potential contribution to 
transparency. The study employs normative legal research with statutory and conceptual approaches. Primary 
materials include the Consumer Protection Law, the P2SK Law, Government Regulation Number 49 of 2024, relevant 
Financial Services Authority (OJK) regulations, and related legal instruments. Materials were collected through library 
research and analyzed qualitatively through legal interpretation and systematic comparison. The analysis identifies a 
layered framework combining consumer rights, financial-sector supervision, electronic transaction rules, and sector-
specific requirements. Key mechanisms include operator licensing, disclosure of asset characteristics and investment 
risks, safeguards for consumer funds, governance, risk management, and complaint-resolution channels. However, 
protection may be limited when consumers use unauthorized or cross-border platforms or cannot interpret complex 
disclosures. Blockchain, distributed ledgers, and smart contracts can improve transaction traceability and verifiability, 
but cannot independently establish product quality, legal compliance, or adequate risk disclosure. The study concludes 
that effective protection requires enforceable disclosure, coordinated supervision, accessible information, and 
remedies. It recommends that OJK consider cross-border regulatory cooperation, clear authorization requirements for 
foreign platforms serving Indonesian consumers, risk-based technology supervision, and standardized, understandable 
risk disclosures. 
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INTRODUCTION 

Crypto assets have emerged as one of the most sought-after investment instruments in Indonesia over the past 
decade. The Financial Services Authority (Otoritas Jasa Keuangan/OJK) reported that the value of crypto asset 
transactions in Indonesia reached IDR 482.23 trillion throughout 2025, amid increasingly stringent 
supervision of the digital asset industry (Waratmaja & Istiqomah, 2026). The number of crypto investors also 
reached 21.7 million as of April 2026, exceeding the number of conventional mutual fund investors  (Saraswati 
Harsasi, 2026). This rapid growth demonstrates increasing public interest in crypto asset investments. 
However, it also raises significant concerns regarding disparities in risk understanding, potential fraudulent 
activities, and inadequate disclosure of information by crypto asset trading operators. These concerns highlight 
the importance of establishing an effective consumer protection framework that ensures consumers receive 
accurate, transparent, and sufficient information before making investment decisions. The digital, 
decentralized, and highly volatile characteristics of crypto assets can place consumers in a vulnerable position. 
Unlike conventional investment products that operate within established financial regulatory frameworks, 
crypto assets in Indonesia were initially supervised as commodities under the futures trading regulatory 
regime. Consequently, the consumer protection framework developed under this regime may not have fully 
addressed the preventive dimensions of digital financial asset trading, particularly information transparency, 
technological security, corporate governance, and risk mitigation (Saputra & Sulistiyono, 2024).  
These regulatory challenges may expose consumers to financial losses, market manipulation, and fraudulent 
activities when the available safeguards do not adequately address the distinctive risks associated with crypto 
asset investments (Stuart Scott, 2024). From a consumer protection perspective (Fajriawati, 2018) and (Astuti 
& Gunawan, 2024) emphasize the importance of legal mechanisms that protect parties in weaker bargaining 
positions within economic relationships. In crypto asset transactions, this protection is particularly relevant 
because operators generally possess greater access to information concerning trading mechanisms, 
transaction procedures, platform security, and operational risks than individual consumers. Therefore, 
imposing clear and enforceable information disclosure obligations is essential to reducing information 
asymmetry and enabling consumers to make informed investment decisions. A significant regulatory 
transformation occurred following the enactment of Law Number 4 of 2023 concerning the Development and 
Strengthening of the Financial Sector (P2SK Law), which provides the legal basis for transferring the regulation 
and supervision of digital financial assets, including crypto assets, from the Commodity Futures Trading 
Regulatory Agency (Bappebti) to OJK (Diva et al., 2026). This transfer was implemented through Government 
Regulation Number 49 of 2024 and became effective on January 10, 2025. The transition represents an 
important development in Indonesia's approach to crypto asset consumer protection because it places crypto 
asset trading within a financial sector supervisory framework that encompasses consumer protection, 
governance, and risk management.  
OJK has emphasized the importance of transparency and consumer protection in maintaining public confidence 
in the crypto asset industry while balancing regulatory safeguards with the development of financial innovation 
(Kurniawan Tri Wibowo, 2025). Nevertheless, the effectiveness of this regulatory transition depends not only 
on the existence of formal rules but also on how information disclosure obligations are implemented by 
operators and how compliance can be assessed in practice. The information and transparency obligations 
applicable to crypto asset trading have been further articulated through OJK Regulation Number 27 of 2024 
concerning the Implementation of Digital Financial Asset Trading, Including Crypto Assets, alongside 
subsequent regulatory developments, including OJK Regulation Number 23 of 2025 and OJK Regulation 
Number 30 of 2025 concerning governance and risk management for financial sector technology innovation 
providers, to the extent applicable to the relevant entities and activities (Nurul Hidayati Indra Ningsih et al., 
2025). Another instrument supporting consumer awareness is the publication of official lists of licensed Digital 
Financial Asset Traders (Pedagang Aset Keuangan Digital/PAKD) and registered prospective traders (Calon 
Pedagang Aset Keuangan Digital/CPAKD), which enables the public to verify the regulatory status of trading 
platforms before conducting transactions (Samsi Ridwan, 2026). As of May 2026, 26 PAKDs had reportedly 
received official operating licenses in Indonesia (Hardiyanti marzellina, 2022). These regulatory instruments 
illustrate the importance of preventive supervision, since consumers need to be able to identify authorized 
operators and understand the legal and financial risks associated with their investment activities before losses 
occur. This preventive approach is consistent with the argument of (Utomo & Pulungan, 2023) that 
strengthening preventive supervisory mechanisms is important in complementing enforcement measures 
taken after violations or losses have occurred. 
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Despite these regulatory developments, the implementation of information disclosure and transparency 
obligations continues to face challenges. Indonesia's crypto asset regulatory framework has undergone a 
significant transition, while questions remain regarding the practical effectiveness of preventive protection 
mechanisms, including risk disclosure, consumer access to relevant information, and the supervision of trading 
activities (Lendrawati et al., 2026). The availability of foreign trading platforms that fall outside the effective 
scope of Indonesian regulatory supervision may further complicate consumer protection, particularly when 
consumers encounter difficulties verifying platform legitimacy or obtaining effective legal remedies 
(Habiburrahman Rizapoor, 2024). Furthermore, the formal availability of information does not necessarily 
mean that consumers can access, understand, and independently verify it. (Muhammad Latifil Ansori et al., 
2024)emphasize the importance of legal certainty and fairness in relationships where parties must have 
adequate information before entering into an agreement. In the context of crypto asset investments, this issue 
raises a fundamental distinction between regulatory compliance in providing information and the practical 
ability of consumers to obtain, understand, and verify that information.  
Consequently, an assessment of consumer protection requires examining both the legal obligations imposed 
on operators and the mechanisms through which transparency can be implemented and evaluated. In this 
context, blockchain technology provides a relevant technological dimension for examining the implementation 
of transparency in crypto asset trading. Blockchain generally operates through distributed ledger technology 
(DLT), in which transaction records are maintained and validated across a network according to established 
consensus mechanisms. Depending on the design of the blockchain, recorded transactions may be publicly 
accessible and difficult to alter retrospectively without detection. These characteristics can support transaction 
traceability and the verification of recorded activities, potentially strengthening the availability and integrity 
of transaction-related information. In addition, smart contracts—programs deployed on a blockchain that 
execute predefined instructions when specified conditions are met—can facilitate the automatic 
implementation of certain transaction rules and provide an auditable record of their execution. Such 
technological characteristics are relevant to the principle of transparency because they may enable consumers 
and other authorized parties to verify specific transaction records and assess whether certain programmed 
processes have been executed as intended. 
Nevertheless, blockchain transparency should not be equated with the full fulfillment of legal information 
disclosure obligations. Public blockchain records generally reveal information about on-chain transactions 
rather than all information material to an investment decision. For example, they may not independently 
establish the accuracy of an operator's financial statements, the adequacy of its asset reserves, the security of 
its internal systems, the identity of all relevant counterparties, or the completeness of the risk information 
provided to consumers. Similarly, smart contracts execute programmed instructions but do not automatically 
guarantee that the underlying code is correct, that the conditions programmed are fair, or that the information 
supplied from external sources is accurate. Crypto asset trading platforms may also maintain customer 
balances and execute transactions through centralized internal databases or off-chain systems, meaning that 
not all customer activities are necessarily recorded on a public blockchain. Therefore, the contribution of 
blockchain technology to consumer protection must be assessed in relation to the actual information available, 
the technical architecture of the platform, and the legal responsibilities of the operator. Blockchain can 
potentially complement regulatory transparency requirements, but it cannot replace the operator's obligation 
to provide complete, accurate, understandable, and relevant information to consumers.  
The relationship between legal transparency obligations and blockchain-based transaction verification 
consequently presents an important area for further analysis. Although existing regulatory developments have 
strengthened the legal framework for crypto asset trading in Indonesia, the extent to which operators 
implement their information disclosure obligations and the extent to which blockchain mechanisms can 
support the verification of relevant information require further examination. In particular, the analysis must 
distinguish between transparency at the technical level, which concerns the accessibility and verifiability of 
transaction records, and transparency at the legal and consumer protection levels, which concerns the 
adequacy of information provided to consumers in accordance with applicable requirements. This distinction 
is necessary to avoid assuming that the technical characteristics of blockchain automatically resolve 
information asymmetry or eliminate investment risks. Instead, the relevant question is how blockchain-based 
mechanisms may support, complement, or remain insufficient to fulfill the information obligations imposed on 
crypto asset trading operators. 
Based on these considerations, this study addresses two research questions. First, how are information 
disclosure obligations implemented by crypto asset trading operators in Indonesia under the applicable legal 
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and regulatory framework? Second, to what extent can blockchain technology, particularly distributed ledger 
technology, smart contracts, and the traceability of recorded transactions, support transparency and the 
fulfillment of information disclosure obligations to consumers? Accordingly, this study aims to analyze the 
implementation of information disclosure obligations in Indonesian crypto asset investment practices and 
examine the potential and limitations of blockchain technology in supporting transparency and consumer 
access to verifiable information. By integrating legal analysis with an examination of the relevant technological 
mechanisms, this study seeks to clarify the relationship between regulatory obligations and technological 
transparency and to identify how both dimensions may contribute to more effective consumer protection in 
Indonesia's crypto asset investment ecosystem. 
 

METHODS 
This study employs a normative legal research method, which conceptualizes law as a set of written norms 
embodied in legislation and other authoritative legal sources (law in books) (Maharani, 2025). The research 
uses two approaches: the statute approach and the conceptual approach. The statute approach is employed to 
examine the relevant legal provisions governing information disclosure and transparency obligations in crypto 
asset investment, while the conceptual approach is used to analyze the underlying legal principles of consumer 
protection, transparency, and information asymmetry in the relationship between crypto asset trading 
operators and consumers. The legal materials consist of primary and secondary legal materials. Primary legal 
materials include Law Number 8 of 1999 concerning Consumer Protection, Law Number 4 of 2023 concerning 
the Development and Strengthening of the Financial Sector, Law Number 11 of 2008 concerning Electronic 
Information and Transactions, as amended by Law Number 1 of 2024, Government Regulation Number 49 of 
2024, OJK Regulation Number 27 of 2024, OJK Regulation Number 23 of 2025, OJK Regulation Number 30 of 
2025, and OJK Circular Letter Number 20/SEOJK.07/2024. Secondary legal materials comprise scientific 
journal articles, books, previous research findings, and relevant publications from reliable sources that provide 
context for the development and implementation of crypto asset regulations in Indonesia. 
Legal materials are collected through library research by identifying, examining, and reviewing relevant 
legislation, legal literature, and scholarly publications. The collected materials are then classified and 
systematized according to their legal authority, substantive relevance, and relationship to the research 
questions (Maharani, 2025).  The legal materials are analyzed using descriptive-qualitative analysis through 
legal interpretation and legal construction. The analysis proceeds through four stages: (1) identifying legal 
norms governing information disclosure and transparency obligations in crypto asset investment; (2) 
systematizing these norms according to their legal hierarchy, scope, and interrelationships; (3) interpreting 
and examining their consistency with consumer protection principles, particularly the principles of 
transparency, legal certainty, and adequate information disclosure; and (4) formulating conclusions regarding 
the adequacy of the applicable legal framework and the extent to which its normative provisions address 
consumer protection challenges in crypto asset investment (Maharani, 2025) and (Peryanto et al., 2025). 
 

RESULTS 
Regulatory Framework Governing Information and Transparency Obligations in Crypto Asset Trading 

The examination and systematization of primary legal materials identify a regulatory framework governing 
information disclosure and transparency in crypto asset trading in Indonesia. The framework consists of 
general consumer protection legislation, financial sector legislation, electronic transaction legislation, 
implementing regulations, and sector-specific regulations governing digital financial asset trading, including 
crypto assets. At the general legislative level, Law Number 8 of 1999 concerning Consumer Protection 
establishes consumers' rights to accurate, clear, and honest information regarding the conditions and 
guarantees of goods and/or services. It also sets out the obligations and responsibilities of business actors in 
consumer transactions. Law Number 4 of 2023 concerning the Development and Strengthening of the Financial 
Sector (P2SK Law) provides the legislative basis for restructuring the regulation and supervision of digital 
financial assets, including crypto assets. This institutional transition is further implemented through 
Government Regulation Number 49 of 2024 concerning the Transfer of Tasks for the Regulation and 
Supervision of Digital Financial Assets, Including Crypto Assets and Financial Derivatives. 
The legal framework is complemented by Law Number 11 of 2008 concerning Electronic Information and 
Transactions, as amended by Law Number 1 of 2024, which provides a general legal framework for electronic 
information and transactions. At the sectoral level, OJK Regulation Number 27 of 2024 concerning the 
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Implementation of Digital Financial Asset Trading, Including Crypto Assets, provides specific provisions 
governing digital financial asset trading under OJK supervision. Subsequent regulatory developments include 
OJK Regulation Number 23 of 2025 and OJK Regulation Number 30 of 2025, which address additional 
regulatory requirements relevant to digital financial asset trading and the governance and risk management of 
financial sector technology innovation providers, respectively, within their applicable scopes. OJK Circular 
Letter Number 20/SEOJK.07/2024 is also included in the examination of relevant regulatory materials 
concerning digital financial asset trading. The regulatory instruments identified in this study are summarized 
in Table 1. 
 
Table 1. Regulatory Framework for Information and Transparency in Crypto Asset Trading 

Regulatory instrument Regulatory scope relevant to the study 
Law Number 8 of 1999 concerning Consumer Protection Consumer rights to accurate, clear, and honest information 

and the responsibilities of business actors. 
Law Number 4 of 2023 concerning the Development and 
Strengthening of the Financial Sector 

Legislative basis for the development and restructuring of 
financial sector regulation and supervision, including digital 
financial assets. 

Law Number 11 of 2008 concerning Electronic 
Information and Transactions, as amended by Law 
Number 1 of 2024 

General legal framework for electronic information and 
transactions. 

Government Regulation Number 49 of 2024 Transfer of regulatory and supervisory responsibilities for 
digital financial assets, including crypto assets, and financial 
derivatives. 

OJK Regulation Number 27 of 2024 Sector-specific framework for the implementation of digital 
financial asset trading, including crypto assets. 

OJK Regulation Number 23 of 2025 Additional regulatory provisions relevant to the governance 
of digital financial asset trading, subject to the regulation's 
actual scope. 

OJK Regulation Number 30 of 2025 Governance and risk management requirements for 
financial sector technology innovation providers within the 
regulation's applicable scope. 

OJK Circular Letter Number 20/SEOJK.07/2024 Relevant technical and supervisory provisions identified for 
examination in relation to digital financial asset trading. 

Source: Systematization of primary legal materials. 

 
The systematization demonstrates that the regulatory framework comprises several interconnected levels. 
General consumer protection legislation establishes the basis for consumers' information rights, financial 
sector legislation establishes the institutional framework, electronic transaction legislation provides the 
broader context for digital transactions, and sector-specific instruments govern the activities of relevant 
operators. The applicability of each instrument depends on its subject matter, addressees, and operative 
provisions. 
 
Forms of Information and Transparency Obligations in Crypto Asset Trading 
The examination of the relevant legal materials identifies several forms of regulatory requirements and 
consumer protection mechanisms associated with information disclosure and transparency in crypto asset 
trading. These include operator licensing, publication of information regarding authorized operators, 
disclosure of product characteristics and investment risks, separation of consumer funds, complaint handling 
and dispute resolution, and governance and risk management requirements. The precise scope of each 
obligation is determined by the applicable regulatory provisions. First, licensing and verification of operator 
legality. The regulatory framework establishes authorization requirements for entities conducting regulated 
digital financial asset trading activities. Information concerning licensed operators, including official lists 
published by the relevant authority, enables consumers to verify an operator's regulatory status before 
engaging in transactions. Licensing information therefore constitutes one form of publicly accessible 
information concerning the legal status of a trading platform. 
Second, disclosure of product information and investment risks. The applicable regulatory framework includes 
requirements concerning information provided in connection with digital financial asset trading. Relevant 
information may include the characteristics of the crypto asset, transaction procedures, material risks, and 
other information required under the applicable provisions. The specific disclosure requirements depend on 
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the relevant legal instrument and the type of activity performed by the operator. Third, separation of consumer 
funds and operator funds. The regulatory framework also addresses the safeguarding and management of 
consumer funds through applicable requirements concerning the handling and separation of funds. This 
mechanism is distinct from information disclosure itself but forms part of the broader regulatory arrangements 
governing the protection of consumer assets. Its implementation must be assessed against the specific 
requirements imposed on the relevant operator.  
Fourth, complaint handling and dispute resolution. Consumer protection arrangements include mechanisms 
through which consumers may submit complaints and seek the resolution of disputes arising from the use of 
digital financial asset trading services. These mechanisms provide channels for addressing problems that occur 
during or after transactions, subject to the applicable rules and procedures. Fifth, governance and risk 
management. The relevant regulatory instruments establish governance and risk management requirements 
within their respective scopes. These requirements concern the organizational and operational arrangements 
through which regulated entities manage risks associated with their activities. They complement disclosure 
obligations by addressing the systems and controls that support the operation of digital financial asset trading 
services. Sixth, additional requirements for activities involving crypto asset derivatives. Where the relevant 
activities involve digital financial asset derivatives, additional regulatory requirements may apply, including 
authorization, margin, or collateral arrangements as prescribed by the applicable rules. These requirements 
are activity-specific and should not be treated as universally applicable to all spot crypto asset transactions. 
Seventh, consumer education and information accessibility. Consumer education constitutes a relevant 
component of the b 
Roader consumer protection framework. Information accessibility and consumer education are related but 
distinct: the former concerns whether relevant information is made available, while the latter concerns 
measures intended to improve consumers' ability to understand digital financial products and their associated 
risks. The specific obligations of operators and the responsibilities of the regulator must be distinguished 
according to their respective legal bases. The identified forms of regulatory requirements and protection 
mechanisms are summarized in Table 2. 
 
Table 2. Forms of Information and Transparency Requirements in Crypto Asset Trading 

Source: Systematization of primary legal materials and relevant secondary legal materials. 
 

Based on a conceptual approach, the obligation of information and transparency in crypto asset trading is 
closely related to the principles of consumer protection, especially the principles of openness, legal certainty, 
security, and justice. The results of the analysis show that the position of consumers in crypto asset transactions 
has the potential for information imbalance because organizers have greater control of information regarding 
technology, product characteristics, transaction mechanisms, and investment risks. In these conditions, 
information obligations function as an instrument to reduce information asymmetry between organizers and 
consumers. Consumers need adequate information before making investment choices so that the decisions 
made are not only based on promotions or potential profits, but also consider the risks inherent in crypto 

Form Regulatory function Relevant aspect of consumer 
protection 

Licensing and operator 
verification 

Establishes and communicates the 
regulatory status of operators. 

Enables consumers to check platform 
legality. 

Product and risk disclosure Provides information required for 
crypto asset trading activities. 

Supports informed investment 
decisions. 

Separation of consumer funds Establishes safeguards for the handling 
of consumer funds. 

Helps protect consumer assets against 
specified operational risks. 

Complaint handling and dispute 
resolution 

Provides channels for addressing 
consumer grievances. 

Facilitates the handling of disputes and 
service-related problems. 

Governance and risk 
management 

Establishes organizational and 
operational requirements for managing 
risks. 

Supports the controlled operation of 
trading services. 

Derivatives-specific 
requirements 

Establishes additional safeguards for 
regulated derivative activities where 
applicable. 

Addresses risks associated with 
derivative transactions. 

Consumer education and 
information accessibility 

Supports access to and understanding 
of relevant information. 

Helps consumers interpret product 
information and investment risks. 
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assets. The findings are in line with the thinking (Fajriawati, 2018) regarding the importance of legal 
instruments that are able to protect parties who are in a weaker position in economic relations.  
 
Regulatory Scope and Technological Transparency 
The review of the legal materials also identifies a distinction between regulatory obligations imposed on crypto 
asset trading operators and the technical characteristics of the technologies used to record transactions. The 
legal framework governs matters such as operator authorization, information disclosure, asset and fund 
management, governance, and risk management. Blockchain technology, by contrast, provides technical 
mechanisms for recording and verifying transactions, depending on the architecture and operational 
arrangements of the system. The technological concepts relevant to this distinction include distributed ledger 
technology (DLT), smart contracts, and transaction records maintained on public blockchains. DLT concerns 
the distribution and validation of records across a network. Smart contracts are programs that execute 
predefined instructions when specified conditions are met. Public blockchain records may enable the 
inspection and verification of certain on-chain transactions, while cryptographic and consensus mechanisms 
can make retrospective alteration of confirmed records difficult without detection. These technical 
characteristics do not, by themselves, establish that an operator has fulfilled every applicable legal information 
disclosure obligation. In particular, public transaction records do not necessarily contain all information 
required for consumers to assess product characteristics, investment risks, operator governance, or the 
handling of customer assets. Furthermore, transactions recorded in an operator's internal systems or other off-
chain arrangements may not be fully visible on a public blockchain. Accordingly, the results identify two distinct 
but potentially complementary dimensions of transparency: regulatory transparency, which concerns the 
information and disclosures required by law, and technical transparency, which concerns the accessibility, 
traceability, and verifiability of transaction records.  
The relationship between these dimensions provides the basis for further legal analysis of blockchain's 
potential contribution to consumer protection. In the context of crypto assets, disclosure obligations can be 
positioned as a legal instrument to reduce information inequality between organizers and consumers. This 
principle is also related to the view of (Muhammad Latifil Ansori et al., 2024) that certainty and fairness in legal 
relations require adequate information for the parties before legal relations are formed. In crypto asset 
transactions, information about the product, risks, legality of the organizer, and dispute resolution mechanism 
are important parts so that consumers can give their consent consciously. In addition, the results of the study 
show that preventive supervision has an important position in consumer protection. (Utomo & Pulungan, 
2023) emphasizing the importance of optimizing preventive surveillance instruments to prevent community 
losses from the start. In the context of crypto assets, a preventive approach can be realized through licensing 
obligations, risk disclosure, consumer education, fund segregation, governance, and risk management of 
organizers. The results of the descriptive-qualitative analysis show that normatively the legal framework 
regarding information and transparency of crypto assets has been strengthened. The applicable regulations 
have regulated aspects of the legality of the organizers, information disclosure, protection of consumer funds, 
complaints, dispute resolution, governance, and risk management.  
Thus, in a nutshell, the obligation of information and transparency has been placed as one of the important 
instruments in the protection of crypto asset consumers. However, the results of the search for secondary legal 
materials show that the effectiveness of the implementation of these provisions still faces a number of 
obstacles. One of the main problems is the character of the regulation which is still in the adjustment stage after 
the transfer of supervisory authority from Bappebti to the OJK. Changes in the supervisory regime require 
adjustments not only from the institutional side, but also from the regulator's compliance with the regulatory 
standards of the financial services sector. The next obstacle has to do with the existence of cross-border 
platforms and platforms that do not have permissions. Information and consumer protection provisions are 
easier to apply to organizers under the jurisdiction and supervision of the OJK. On the other hand, for platforms 
that operate from outside the jurisdiction or do not have a license, the ability of the authority to ensure the 
fulfillment of information obligations and provide remedies to consumers becomes more limited. The results 
of the study also show that there is a gap between the normative availability of information and the ability of 
consumers to understand the information. The level of digital financial literacy is a factor that affects the 
effectiveness of the principle of transparency. Complete information does not necessarily result in optimal 
protection if consumers do not have the ability to understand investment risks, asset characteristics, and 
transaction consequences. Thus, the effectiveness of the principle of transparency is not only determined by 
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the existence of regulations, but also by the compliance of the organizers, supervisory capacity, jurisdiction 
reach, information quality, and consumer literacy level. 
 
Gap between Das Sollen and Das Sein 
The results of the study show that there is a gap between legal norms (das sollen) and application in practice 
(das sein). At the normative level, regulations have built a relatively comprehensive protection mechanism 
through licensing, information obligations, risk management, fund segregation, complaint mechanisms, and 
consumer education. However, in practice, this protection has not reached all crypto asset consumers equally. 
The gap is especially seen in transactions through illegal and cross-border platforms, where information 
disclosure obligations and consumer protection mechanisms are difficult to implement effectively. In addition, 
there is still a risk of fraud, market manipulation, cyberattacks, and asset loss due to negligence or lack of 
consumer understanding of account security and digital assets. 
The findings show that the existence of regulations does not automatically guarantee the achievement of 
consumer protection. It is necessary to strengthen supervision, increase the compliance of organizers, 
coordinate between institutions, expand public education, and strengthen law enforcement mechanisms 
against illegal platforms and activities that are detrimental to consumers. Based on the overall results of the 
analysis, it can be seen that the Indonesian legal framework has provided an increasingly strong basis for the 
implementation of information and transparency obligations in crypto asset investments. The transfer of 
supervision to the OJK strengthens the orientation of consumer protection and governance of the digital 
financial sector. However, the effectiveness of its implementation is still influenced by the issue of regulatory 
transition, the scope of supervision of cross-border platforms, consumer literacy, business compliance and law 
enforcement. Therefore, the application of the principle of transparency in crypto asset investment still needs 
to be continuously strengthened so that consumer protection is not only effective at the normative level, but 
can also be realized in practice. 
 

DISCUSSION 
Information Disclosure Obligations as an Instrument of Consumer Protection 
The regulatory framework identified in the Results establishes a legal basis for protecting consumers through 
information disclosure, operator authorization, risk management, and mechanisms for addressing consumer 
complaints. However, the existence of these regulatory requirements does not automatically ensure that 
consumers receive adequate protection. Their significance depends on whether the information required by 
law is sufficiently comprehensive, accessible, understandable, and relevant to investment decisions. 
Accordingly, the implementation of information obligations should be assessed not merely by the formal 
availability of information but also by its capacity to address the information imbalance between crypto asset 
trading operators and consumers. This issue can be explained through Akerlof's theory of information 
asymmetry, which describes how unequal access to information about product quality can affect market 
decisions and create opportunities for opportunistic behavior (Tilles et al., 2011). In crypto asset trading, 
operators may possess more detailed information concerning platform operations, transaction procedures, 
fees, security arrangements, and the risks associated with particular services than individual consumers. 
Consumers, meanwhile, may have limited capacity to independently assess the reliability of this information 
or evaluate the technical and financial characteristics of the assets being traded. This imbalance is particularly 
significant when investment decisions are influenced by promotional claims, expectations of rapid returns, or 
incomplete explanations of potential losses. 
From this perspective, legal information disclosure obligations serve as an institutional mechanism for 
reducing information asymmetry. However, the effectiveness of disclosure depends on the quality of the 
information provided. Information that is technically available but difficult to understand may satisfy a formal 
disclosure requirement without adequately supporting informed decision-making. Similarly, extensive 
documentation does not necessarily provide effective protection if material risks are presented ambiguously, 
important limitations are obscured, or the information is not accessible before a transaction is undertaken. 
Consequently, substantive transparency requires more than the publication of information. It requires 
information to be accurate, relevant, sufficiently comprehensive, timely, and understandable to its intended 
audience. In the context of crypto asset investment, this includes meaningful disclosure of asset characteristics, 
price volatility, transaction costs, platform security risks, and the procedures available when disputes or 
service disruptions occur, to the extent required by the applicable regulations. These requirements should 
enable consumers to evaluate both the potential benefits and the material risks of an investment. This 
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interpretation is consistent with the consumer protection principles underlying Law Number 8 of 1999 
concerning Consumer Protection and the sector-specific regulatory framework discussed in the Results. It also 
clarifies the relationship between formal legal compliance and substantive consumer protection: the former 
concerns whether applicable obligations have been fulfilled, whereas the latter concerns whether those 
obligations provide meaningful safeguards for consumers. The distinction is important because the 
effectiveness of a disclosure regime cannot be inferred solely from the number of regulations or the volume of 
information published by an operator. 
 
Preventive and Repressive Legal Protection 
The relationship between information disclosure and consumer protection can also be examined through 
Philipus M. Hadjon's theory of legal protection, which distinguishes between preventive and repressive 
protection (Setiawan & Babussalam, 2026). Preventive protection seeks to prevent harm before it occurs, 
whereas repressive protection concerns the mechanisms available to address violations and resolve disputes 
after harm has arisen. Within the crypto asset regulatory framework, operator authorization, risk disclosure, 
governance requirements, and applicable consumer education measures can function as preventive 
instruments. These mechanisms are intended to reduce the likelihood that consumers enter into transactions 
without adequate information or that operators conduct regulated activities without satisfying applicable 
requirements. The availability of official information concerning licensed operators is particularly relevant 
because consumers need to establish the regulatory status of a platform before deciding whether to use its 
services. Nevertheless, preventive protection has limitations. A license indicates that an operator has obtained 
authorization under the applicable regulatory framework; it does not guarantee investment profitability, 
eliminate market volatility, or establish that every transaction conducted through the platform is free from risk. 
Similarly, disclosure of investment risks does not eliminate those risks. Its purpose is to ensure that consumers 
receive the information necessary to assess them before making investment decisions. 
Repressive protection complements these preventive measures through complaint handling, dispute 
resolution, administrative enforcement, and other remedies available under applicable law. These mechanisms 
become relevant when consumers experience unauthorized transactions, service failures, alleged breaches of 
contractual obligations, or other losses for which legal remedies may be available. Their effectiveness depends 
on the availability of accessible complaint channels, the clarity of dispute resolution procedures, the allocation 
of legal responsibility, and the ability of the relevant authorities to enforce applicable rules. This framework 
demonstrates that preventive and repressive protection should not be treated as alternatives. Disclosure and 
supervision may reduce certain risks before transactions occur, while complaint handling and enforcement 
address problems that preventive measures cannot entirely eliminate. For crypto asset consumers, an effective 
protection framework therefore requires both adequate information before transactions and accessible 
mechanisms for seeking remedies when violations occur. The analysis also suggests that the formal existence 
of complaint procedures is not, by itself, sufficient to establish effective repressive protection. Their practical 
value depends on whether consumers can identify the responsible operator, preserve relevant transaction 
records, access the appropriate dispute resolution mechanism, and obtain a remedy under the applicable legal 
framework. These considerations become more complex when transactions involve unauthorized platforms, 
foreign operators, or multiple jurisdictions. 
 
The Legal System and the Gap Between Norms and Implementation 
The distinction between regulatory requirements and their practical consequences can be further examined 
through Lawrence M. Friedman's legal system theory, which identifies legal substance, legal structure, and legal 
culture as interrelated dimensions of a legal system (Stinchcombe, 1977) and (Flora et al., 2023). This 
perspective helps explain why the strengthening of formal regulations may not, on its own, eliminate consumer 
vulnerability in crypto asset investment. The legal substance dimension concerns the rules governing 
consumer rights, operator obligations, supervision, and available remedies. The regulatory developments 
identified in the Results demonstrate that Indonesia has established a more specialized framework for digital 
financial asset trading, including crypto assets. The framework provides a basis for addressing matters such as 
operator authorization, information disclosure, governance, and risk management. However, the existence of 
these rules does not establish, without further evidence, that all operators comply with them or that consumers 
consistently receive effective protection. 
The legal structure dimension concerns the institutions responsible for implementing and enforcing the law. 
In this context, the effectiveness of consumer protection depends on the capacity of the relevant authorities to 
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supervise regulated operators, identify potential violations, coordinate with other institutions, and take 
appropriate enforcement measures. The activities of unauthorized or foreign-based platforms may create 
additional jurisdictional and enforcement challenges where such platforms fall outside the effective reach of 
domestic supervisory mechanisms. Nevertheless, the extent of these challenges should be assessed using 
verifiable legal materials and documented cases rather than inferred solely from the existence of cross-border 
transactions. The legal culture dimension concerns the knowledge, attitudes, and behavior of both consumers 
and business actors in relation to the law. Consumers need to understand the importance of verifying operator 
authorization, reviewing material risk disclosures, protecting account credentials, and using available 
complaint channels. Operators, in turn, must recognize that disclosure is a substantive legal responsibility 
rather than merely a documentation requirement. Consumer education can support the effective use of 
available information, but it should not transfer the primary responsibility for regulatory compliance from 
operators to consumers. 
These three dimensions are interdependent. Clear legal rules may have limited practical impact if supervision 
and enforcement are inadequate. Effective supervision may also fail to produce meaningful consumer 
protection if disclosure practices remain difficult to understand. Likewise, consumer awareness cannot 
substitute for compliance by operators or for effective institutional oversight. The distinction between das 
sollen and das sein is useful in describing this relationship. Das sollen refers to the normative standards 
prescribed by law, whereas das sein concerns the conditions under which those standards are implemented in 
practice. The regulatory framework provides a normative basis for transparency and consumer protection, but 
its practical effectiveness cannot be established solely through an examination of legislation. In a normative 
legal study, the gap should therefore be framed as an implementation issue identified or indicated by the legal 
materials and supporting literature, rather than as a quantitatively measured empirical outcome.  
The literature cited in this study identifies continuing concerns relating to fraud, phishing, dispute resolution, 
cross-jurisdictional enforcement, and supervisory capacity (AKERLOF, 1978), (Sukamulya & Kusuma, 2026), 
(Tlili, 2025). These concerns suggest that legal protection cannot be evaluated exclusively by reference to the 
completeness of formal rules. However, the extent and prevalence of these problems require further evidence 
from the underlying studies or other reliable sources. The contribution of the present analysis is therefore to 
explain how these documented concerns relate to the design and limitations of information disclosure 
obligations, rather than to claim that the study independently measures their incidence. 
 
Blockchain Technology and the Limits of Technical Transparency 
Blockchain technology introduces an additional dimension to the relationship between legal disclosure 
obligations and consumer protection. Distributed ledger technology (DLT), smart contracts, and publicly 
accessible transaction records can support the recording, execution, and verification of certain activities. 
However, their contribution must be assessed in relation to the specific information that consumers need and 
the legal responsibilities imposed on trading operators. DLT distributes the maintenance and validation of 
records across a network according to its technical design and consensus mechanism. In an appropriately 
designed public blockchain, transaction records can be inspected and independently verified by users with the 
necessary tools and technical knowledge. Cryptographic mechanisms and consensus processes can also make 
the retrospective alteration of confirmed records difficult without detection (Yaga et al., 2018). These 
characteristics may support transaction traceability and provide a technical basis for auditing certain on-chain 
activities.  
From a consumer protection perspective, transaction traceability may help establish whether a particular 
transaction was recorded, identify the movement of assets between blockchain addresses, and provide 
evidence relevant to the reconstruction of certain transaction histories (OECD, 2021). However, the 
interpretation of such records requires caution. A blockchain address does not necessarily reveal the legal 
identity of its controller, the commercial purpose of a transaction, or the relationship between an address and 
a particular consumer. Moreover, a publicly visible transaction record does not independently establish 
whether the underlying activity complied with applicable legal obligations. Smart contracts may provide 
another mechanism for supporting transparency. These programs execute predefined instructions when 
specified conditions are met, and their execution may produce records that can be inspected on the relevant 
blockchain(Yaga et al., 2018).   
Smart contracts may provide another mechanism for supporting transparency. These programs execute 
predefined instructions when specified conditions are met, and their execution may produce records that can 
be inspected on the relevant blockchain. Where a smart contract governs a transaction or another defined 
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process, its code and transaction history may allow technical reviewers to examine how particular rules were 
implemented. This can improve the verifiability of programmed operations and support certain forms of 
auditability. Nevertheless, smart contracts do not automatically guarantee legal compliance or consumer 
protection. A contract may execute exactly as programmed while still containing design errors, unintended 
consequences, or conditions that are unfavorable to consumers. Its execution may also depend on external data 
supplied through oracles or other systems, the accuracy of which cannot be guaranteed solely by the 
blockchain. Consequently, technical auditability should not be equated with the fairness, accuracy, or legal 
adequacy of the underlying transaction (Auer, 2022). The distinction between on-chain and off-chain 
information is particularly important. A public blockchain may record the transfer of a crypto asset without 
disclosing the full information needed to evaluate the asset's economic characteristics, the operator's 
governance, its financial condition, its custody arrangements, or the risks explained to consumers. Similarly, a 
trading platform may maintain customer balances, internal transaction records, or other operational 
information in centralized databases. The public blockchain may therefore reveal only part of the activity 
relevant to a consumer's investment decision.  
These limitations establish a distinction between transactional transparency and product-risk transparency. 
Transactional transparency concerns the ability to inspect and verify particular recorded transactions. 
Product-risk transparency concerns the disclosure of information necessary to evaluate an asset, the operator, 
investment risks, fees, and applicable consumer protection mechanisms. Blockchain can support transactional 
transparency in appropriate circumstances, but it cannot independently fulfill all requirements associated with 
product-risk transparency. Accordingly, the potential contribution of blockchain to the fulfillment of 
information obligations under the Financial Services Authority's (OJK) regulatory framework must be assessed 
on a requirement-by-requirement basis. Where applicable rules require information about a transaction that 
can be independently verified through a blockchain record, the technology may provide supplementary 
evidence. Where the required information concerns legal status, risk disclosures, consumer rights, conflicts of 
interest, or complaint procedures, additional documentation and institutional mechanisms remain necessary.  
Blockchain records should therefore be treated as a potential source of verification, not as a substitute for the 
operator's legal obligation to provide accurate, complete, and understandable information. This distinction is 
consistent with the regulatory challenges identified by (Bahtiar, 2026) particularly the need to reconcile 
technological innovation with legal accountability, consumer protection, and the enforcement of existing 
regulatory frameworks. This analysis also identifies a possible role for regulatory technology (RegTech). Where 
lawful access, appropriate technical infrastructure, and reliable data are available, traceable transaction 
records may support supervisory monitoring and the identification of certain transaction patterns. (Auer, 
2022) for example, discusses embedded supervision, a framework in which regulatory compliance in 
decentralized financial markets could be monitored through the market's distributed ledger, potentially 
reducing the need for intermediaries to collect, verify, and submit certain data.  
However, the effectiveness of this approach depends on the reliability of the ledger data, the design of the 
monitoring framework, and the legal and operational arrangements governing supervisory access and 
responsibility. Automated monitoring cannot independently determine every question of legal responsibility, 
and it does not eliminate the need for governance, human oversight, and enforcement. Therefore, blockchain 
should be understood as a technology that may complement the legal framework for transparency rather than 
replace it. Its effectiveness depends on whether the information it makes available is relevant to the applicable 
disclosure requirements, whether consumers or authorized supervisors can interpret and verify that 
information, and whether the information can be connected to reliable evidence concerning the activities of the 
regulated operator. In the context of crypto asset consumer protection in Indonesia, blockchain's potential 
contribution should consequently be evaluated in conjunction with the applicable OJK regulations, the 
operator's disclosure obligations, and the institutional mechanisms available to verify compliance and address 
violations. 
 
Integrating Regulatory Disclosure, Institutional Supervision, and Consumer Understanding 
The preceding analysis indicates that the effectiveness of information obligations in crypto asset consumer 
protection depends on the interaction of three dimensions: normative requirements, institutional 
implementation, and consumer understanding. These dimensions provide an analytical framework for 
understanding why the existence of formal disclosure rules and technically traceable transactions may still be 
insufficient to guarantee meaningful protection. This framework is consistent with (Friedman, 1975) legal 
system theory, which emphasizes the interrelationship between legal substance, legal structure, and legal 
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culture in determining how law operates within society. The normative dimension concerns the clarity and 
scope of the information that operators are legally required to provide. Requirements should be interpreted in 
accordance with the applicable legislation and regulations, including their respective scopes and addressees. 
Where different instruments govern consumer rights, operator authorization, electronic transactions, and 
sector-specific trading activities, their relationship must be examined carefully to identify the obligations that 
apply to each regulated activity.  
In Indonesia, Law Number 8 of 1999 concerning Consumer Protection establishes a general foundation for 
consumers' information rights, while the regulatory framework governing digital financial asset trading 
provides more specific requirements applicable to regulated activities. From the perspective of information 
asymmetry, these obligations are important because consumers may lack the information necessary to assess 
the quality, characteristics, and risks of a product independently (Akerlof, 1970).  Accordingly, regulatory 
disclosure requirements should provide a legal basis for reducing information disparities between operators 
and consumers. The institutional dimension concerns the capacity to monitor compliance, verify the accuracy 
of relevant information, and respond to violations. Operator licensing and official lists can assist consumers in 
verifying legal status, but they must be accompanied by effective supervisory arrangements and appropriate 
responses to unauthorized activities.  
Similarly, complaint and dispute resolution mechanisms must be sufficiently clear for consumers to identify 
the appropriate channel when problems arise. This dimension reflects (Friedman, 1975) argument that the 
effectiveness of legal rules depends not only on their substantive content but also on the institutions 
responsible for implementing them. It is also consistent with (Setiawan & Babussalam, 2026) distinction 
between preventive and repressive legal protection: preventive measures seek to reduce the likelihood of 
harm, whereas repressive mechanisms provide avenues for addressing violations and resolving disputes after 
harm has occurred. The consumer dimension concerns the practical usability of the information provided. Even 
where disclosures are legally sufficient, consumers may encounter difficulties understanding technical 
terminology, complex fee structures, custody arrangements, and the distinction between market risk and 
platform risk. This makes clarity and accessibility important considerations in the design and implementation 
of disclosure practices. Such considerations should complement, rather than replace, the operator's legal 
responsibilities.  The relevance of this dimension can be understood through (Tilles et al., 2011) information 
asymmetry theory: the formal availability of information does not necessarily eliminate information disparities 
when consumers cannot adequately assess or interpret the information they receive. Therefore, consumer 
education and understandable risk disclosures should support consumers' ability to make informed decisions 
without transferring the primary responsibility for compliance from operators to consumers. Blockchain may 
contribute to this framework by providing verifiable records for particular transactions and supporting certain 
supervisory processes. However, its contribution is conditional. Distributed ledger technology can support the 
traceability and verification of recorded transactions, while smart contracts may make the execution of 
predefined rules auditable under appropriate technical conditions. Furthermore, (Auer, 2022) discusses the 
potential for integrating certain supervisory functions into distributed ledger systems through embedded 
supervision. Nevertheless, technical transparency is useful only to the extent that the available records are 
relevant to the information required, can be reliably interpreted, and can be connected to the legal identity and 
responsibilities of the relevant parties where necessary. Blockchain records do not independently establish 
whether an operator has provided adequate risk disclosures, complied with consumer protection 
requirements, or established effective complaint procedures (OECD, 2021).  
Based on this synthesis, several implications follow. First, operators should fulfill applicable disclosure 
requirements through information that clearly explains material investment risks and relevant service 
conditions, rather than relying solely on the publication of extensive technical documentation. This approach 
is consistent with the objective of reducing information asymmetry by enabling consumers to assess relevant 
product characteristics and risks before making investment decisions (Akerlof, 1970). Second, the regulatory 
and supervisory framework should distinguish between information that can be verified through transaction 
records and information that requires separate documentation or disclosure. Blockchain-based verification 
may complement regulatory supervision, but its use must account for the technical and institutional limitations 
of distributed ledger systems. Third, complaint handling and dispute resolution should remain integral to 
consumer protection because neither disclosure nor blockchain verification eliminates the possibility of loss 
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or misconduct. This follows from the complementary roles of preventive and repressive legal protection 
described by (Wardah Yuspin & Arief Wicaksono, 2023).  
Fourth, consumer education should support informed decision-making without shifting the burden of 
regulatory compliance onto consumers, while supervisory institutions should continue to ensure that 
operators fulfill their applicable legal obligations. These implications do not establish that a particular 
blockchain implementation or supervisory measure has already achieved the intended outcomes.  Rather, they 
identify the legal and institutional conditions under which transparency mechanisms may contribute to more 
effective consumer protection. In accordance with (Day et al., 2022) legal system theory, the effectiveness of 
the framework depends on the interaction between the substantive rules governing disclosure, the institutional 
capacity to supervise and enforce compliance, and the legal culture that shapes how operators and consumers 
respond to those rules. Accordingly, a more effective approach to crypto asset consumer protection requires 
the integration of enforceable disclosure obligations, appropriate supervision, accessible information, 
consumer education, and technological mechanisms that support verification without replacing legal 
accountability. 
 

CONCLUSION AND IMPLICATIONS 
This study concludes that the normative framework governing information disclosure and transparency in the 
protection of crypto asset consumers in Indonesia has been strengthened through the interaction of the 
Consumer Protection Law, the P2SK Law, Government Regulation Number 49 of 2024, OJK Regulation Number 
27 of 2024, and subsequent regulatory developments, including OJK Regulation Number 23 of 2025. These 
instruments establish a legal foundation for consumer protection through operator authorization, information 
disclosure, risk management, asset protection, and complaint and dispute resolution mechanisms, subject to 
the scope of each applicable regulation. The analysis demonstrates that information disclosure is not merely 
an administrative requirement but a substantive instrument for reducing information asymmetry and enabling 
consumers to make more informed investment decisions. Nevertheless, the existence of a strengthened legal 
framework does not, by itself, guarantee effective consumer protection. The analysis identifies a potential gap 
between das sollen and das sein, particularly where consumers engage with unauthorized or cross-border 
platforms that may fall outside the effective reach of Indonesian supervision. The resulting challenges concern 
not only the availability of information but also the identification of responsible entities, the enforcement of 
domestic requirements, the accessibility of legal remedies, and the verification of information provided to 
consumers. Blockchain technology can support transaction traceability and the verification of certain recorded 
activities, but it cannot independently establish the accuracy of product disclosures, ensure regulatory 
compliance, or guarantee effective dispute resolution. Accordingly, consumer protection requires the 
coordinated operation of substantive legal obligations, institutional supervision, accessible disclosure 
practices, and enforceable remedies. 
 

IMPLICATIONS 
First, OJK should establish a structured cross-border supervisory cooperation framework. Cooperation with 
foreign regulators should move beyond general commitments to information exchange and establish 
operational procedures for handling complaints, verifying operator authorization, investigating suspected 
violations, and coordinating enforcement actions. Memoranda of understanding or other appropriate 
cooperation arrangements could specify designated contact points, procedures for urgent information 
requests, the exchange of supervisory findings, and protocols for preserving relevant digital evidence, subject 
to applicable laws and confidentiality requirements. Cooperation with the United States Securities and 
Exchange Commission (SEC) or the Monetary Authority of Singapore (MAS) could be explored where the 
relevant platform, legal entity, or activity falls within the counterpart regulator's jurisdiction. Such cooperation 
should not assume that all crypto assets or trading platforms fall within the same regulatory classification in 
different jurisdictions. Instead, requests and enforcement coordination should be based on the relevant legal 
mandates and the nature of the activities under investigation. Second, Indonesia should strengthen the 
domestic authorization and registration requirements applicable to foreign platforms that actively serve 
Indonesian consumers. Subject to the applicable legislation and OJK's delegated authority, policymakers should 
consider clarifying when a foreign platform's solicitation, marketing, onboarding, or provision of regulated 
trading services to Indonesian residents triggers a requirement to obtain the relevant domestic authorization 
or establish an appropriate locally accountable legal presence. The framework should clearly distinguish 
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between platforms authorized to serve Indonesian consumers and foreign platforms that are not authorized to 
conduct the relevant activities in Indonesia. Where local incorporation or representation is legally required, 
the designated entity should have clearly defined responsibilities for regulatory communications, consumer 
complaints, compliance with disclosure obligations, and cooperation with lawful supervisory requests. Any 
such requirement should be established through an appropriate legal instrument rather than imposed solely 
through informal supervisory guidance. 
A proportionate framework should also distinguish between unauthorized platforms actively targeting 
Indonesian consumers and foreign websites that are merely accessible from Indonesia. Regulatory intervention 
should be based on legally relevant indicators of market targeting and regulated activity, such as Indonesia-
directed marketing, local onboarding arrangements, or other conduct specified by applicable rules. This 
approach would improve legal certainty and reduce the risk of treating every foreign-accessible service as 
automatically subject to the same requirements. Third, OJK should consider a cross-border regulatory 
cooperation and sandbox mechanism for qualifying digital asset activities. A regulatory sandbox could allow 
OJK and participating foreign regulators to assess selected technological arrangements, cross-border 
compliance processes, and supervisory tools within a controlled environment. Possible pilot projects include 
testing procedures for sharing suspicious transaction indicators, verifying licensing information across 
jurisdictions, reconciling on-chain records with operator disclosures, and coordinating responses to consumer 
complaints. Participation should be limited to eligible entities and defined activities, with clear entry criteria, 
consumer safeguards, data protection requirements, reporting obligations, and exit procedures. A sandbox 
should not be treated as an exemption from applicable licensing requirements or consumer protection 
obligations unless a lawful and expressly authorized mechanism provides otherwise. Where bilateral 
participation is impractical, OJK could first implement a domestic pilot and subsequently develop cross-border 
cooperation protocols based on the pilot's findings. 
Fourth, technology-based supervision should be connected to specific regulatory objectives. Rather than 
adopting blockchain analytics as a general solution, OJK could evaluate tools that support the verification of 
transaction patterns, the identification of relevant blockchain addresses, and the comparison of available on-
chain records with information reported by regulated operators. Such tools should be used only where the data 
is relevant, access is lawful, and the results can be independently assessed. Supervisory procedures should also 
recognize the limitations of blockchain analysis, including the difficulty of establishing the legal identity of 
address controllers and the absence of complete information about off-chain transactions. Human review, 
documented evidentiary standards, and appropriate procedures for responding to false positives should 
remain integral to supervisory decision-making. Fifth, disclosure requirements should be operationalized 
through standardized, layered risk information. OJK could consider developing or refining a standardized 
disclosure framework that requires regulated operators to present material information in a comparable 
format. A concise summary could cover the principal investment risks, price volatility, transaction and 
withdrawal fees, custody arrangements, platform-related risks, relevant conflicts of interest, and available 
complaint channels, as applicable to the product and service concerned. More detailed technical and legal 
documentation could be provided through supplementary disclosures. Standardization would help consumers 
compare operators and products without assuming that a uniform disclosure format eliminates the underlying 
risks. The framework should be aligned with existing legal requirements and tested for comprehensibility 
before being applied broadly.  
Sixth, consumer protection mechanisms should incorporate measurable implementation indicators. OJK and 
other competent authorities could evaluate the effectiveness of the framework through indicators such as the 
time required to process consumer complaints, the completeness and accessibility of required disclosures, the 
timeliness of responses to supervisory information requests, and the number of substantiated compliance 
deficiencies addressed. Indicators relating to cross-border cooperation could include the time needed to verify 
an operator's regulatory status and the proportion of eligible cooperation requests receiving a response within 
agreed service periods. These measures would allow policymakers to assess implementation more 
systematically, although the indicators themselves would need to be defined carefully and supported by 
reliable data. Overall, the policy priority is not simply to increase the volume of regulation or adopt additional 
technology, but to establish an enforceable framework that connects domestic authorization, cross-border 
cooperation, meaningful disclosure, supervisory verification, and accessible consumer remedies. International 
cooperation arrangements, appropriately designed local authorization requirements, controlled regulatory 
experimentation, and risk-based technology supervision offer complementary pathways for addressing the 
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jurisdictional limitations of crypto asset regulation. Their implementation should remain consistent with the 
applicable statutory framework, institutional mandates, proportionality, and due process. 
 

LIMITATIONS AND FUTURE RESEARCH 
This study has several limitations that need to be considered in understanding the results of the study. First, 
the research focuses more on normative juridical analysis of laws and regulations, secondary legal materials, 
theories, and previous research so that it has not yet described in depth the experience of consumers in 
receiving, understanding, and using information provided by crypto asset operators. Second, the study has not 
conducted empirical measurements of the actual level of compliance of organizers with information and 
transparency obligations, especially related to the delivery of risk information, asset characteristics, 
transaction costs, asset security, and complaint mechanisms. Third, the relatively dynamic development of 
digital financial asset regulations causes research results to potentially require updates if there are changes in 
regulations, supervisory policies, or OJK institutional developments. Fourth, the study has not comprehensively 
compared the implementation of crypto asset consumer protection in Indonesia with other jurisdictions that 
already have a more mature crypto asset regulatory framework. Further research is recommended using a 
socio-legal approach or empirical research involving consumers, crypto asset operators, regulators, and 
dispute resolution institutions. The research can measure the level of consumer understanding of risk 
disclosure documents and analyze the organizers' compliance with the principle of meaningful disclosure. In 
addition, comparative research with other countries can be conducted to identify best practices in cross-border 
platform surveillance, blockchain and RegTech utilization, and the harmonization of preventive and repressive 
consumer protections. Future studies also need to explore the effectiveness of the use of technology in 
increasing transparency while maintaining the security and protection of consumer data. 
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