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  ABSTRACT  

Article history:   

Electronic Medical Records (EMR) are an important component of the digital 

transformation of healthcare services because they support efficiency, accuracy, 

and access to patient information. However, the use of EMR must be 

accompanied by appropriate data security measures to protect sensitive health 

information. This study aimed to describe the implementation of data security 

principles in EMR at Kota Tengah Community Health Center based on 

confidentiality, integrity, availability, authentication, and access control. A 

qualitative descriptive approach was used. Data were collected through 

interviews, observation, and documentation involving five informants selected 

by purposive sampling: the head of the community health center, the person 

responsible for medical records, an IT officer, a physician, and a nurse. Data were 

analyzed using the Miles, Huberman, and Saldaña interactive model through data 

condensation, data display, and conclusion drawing and verification. The 

findings indicate that the five data security aspects had generally been 

implemented adequately. Confidentiality was supported by individual accounts 

and restricted access; integrity was supported by data checking and correction 

procedures; availability was supported by daily system use and data backup; 

authentication was implemented through individual usernames and passwords; 

and access control was arranged according to users’ duties and responsibilities. 

Nevertheless, several weaknesses remained, including insecure password storage 

practices, suboptimal use of audit trails, occasional internet network disruptions, 

and the need for periodic review of user access rights. Continuous improvement 

in password management, audit trail utilization, access review, and network 

infrastructure is therefore required. 
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INTRODUCTION 

Community health centers (Puskesmas) are first-level healthcare facilities that provide comprehensive and 

continuous services to communities. Patient care activities must be documented through medical records, which 

function not only as communication and information tools but also as sources for service evaluation, legal evidence, 

and clinical decision-making. The development of information technology has transformed conventional medical 

records into Electronic Medical Records (EMR), enabling faster access to patient information and more efficient 

management of health data. 

In Indonesia, EMR implementation has expanded following the issuance of Minister of Health Regulation No. 24 

of 2022 on Medical Records. EMR can improve access to information, service efficiency, and data integration, but 

increased digitalization also creates greater requirements for information security. Health information is sensitive 

personal information, making confidentiality, integrity, availability, authentication, and access control essential 

components of secure EMR management. 

The context of Kota Gorontalo also reflects this digital transformation. Previous work cited in the original study 

reported that EMR implementation can improve administrative efficiency and patient services. However, 

preliminary observations at Kota Tengah Community Health Center identified several security concerns. These 

https://jurnal.unismuhpalu.ac.id/index.php/IJHESS
mailto:ia7097333@gmail.com


IJHESS ISSN: 2685-6689   2425 
 

 

included access rights that required better alignment with users’ duties, simple username-and-password 

authentication, intermittent internet disruptions, the need for stronger backup arrangements, and audit trails that 

had not yet been optimally utilized. The facility also had limited IT human resources, with one IT officer responsible 

for information-system management and network maintenance. 

These conditions demonstrate the importance of evaluating how data security principles are applied in daily EMR 

operations. Therefore, this study aimed to describe the implementation of confidentiality, integrity, availability, 

authentication, and access control in EMR at Kota Tengah Community Health Center. 

METHODS 

This study used a qualitative descriptive design. The research was conducted at Kota Tengah Community Health 

Center, Kota Gorontalo, in 2026. Five informants were selected purposively based on their involvement in EMR 

use and management. They consisted of the head of the community health center, the person responsible for medical 

records, an IT officer, a physician, and a nurse. 

Data were collected through semi-structured interviews, direct observation, and documentation. The data focused 

on five security principles: confidentiality, integrity, availability, authentication, and access control. Data 

processing included editing, transcription, reduction, presentation, and verification. Analysis followed the 

interactive model of Miles, Huberman, and Saldaña, consisting of data condensation, data display, and conclusion 

drawing and verification. Triangulation of interviews, observations, and documentation was used to strengthen the 

credibility of the findings. 

RESULTS 

Table 1 Characteristics of Informants 

No. Category Initials Age Position 

1 Key informant Y.M.U 49 
Head of Community 

Health Center 

2 Main informant S.S 46 
Person Responsible 

for Medical Records 

3 Main informant N.M 34 P-Care / IT Officer 

4 
Supporting 

informant 
M.B 32 Physician 

5 
Supporting 

informant 
Y.U 44 Nurse 

Confidentiality 

The confidentiality aspect was generally implemented adequately. Patient information in the EMR was intended 

for healthcare-service purposes and access was restricted to personnel with appropriate authority. Users operated 

individual accounts and were expected not to share their credentials. The informants reported that no patient-data 

misuse or data leakage had been identified during EMR use. Observation also indicated that access restrictions and 

individual accounts were part of routine practice. However, the study identified an important weakness: some staff 

members stored or wrote down passwords in the work area, which could create an avoidable security risk. 

Integrity 

The integrity aspect was also implemented adequately. Staff checked patient information before saving it and 

corrected errors when they were identified. These practices supported the accuracy and completeness of patient 

information. The study nevertheless found that the audit trail was not yet optimally utilized to document and 

monitor changes and user activities. Strengthening procedures for data correction, verification, and monitoring of 

changes was therefore identified as an area for improvement. 

Availability 

The EMR system was used daily to support healthcare services, including registration, examination, and 

documentation of patient care. A data-backup mechanism was available to support data availability when technical 

problems occurred. Nevertheless, internet-network stability remained a constraint and could interrupt access to the 

system during service delivery. Continued maintenance of network infrastructure and backup arrangements was 

therefore considered necessary. 

 

Authentication 

Authentication was implemented through individual usernames and passwords. Each user was expected to log in 

using a personal account and was prohibited from lending the account to another staff member. Account 

management was coordinated by the IT officer and adjusted according to the user’s position and duties. Observation 

found no shared-account use or unauthorized access during the study period. However, the practice of writing or 
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storing passwords in work areas indicated that user awareness and password-management practices still needed 

improvement. 

Access Control 

Access control was implemented by assigning permissions according to users’ positions, duties, and 

responsibilities. Users could access only the menus and patient information required for their work, while changes 

in staff assignments or new users were coordinated with the IT officer. This mechanism reduced the possibility of 

unauthorized access. The main operational challenges were forgotten passwords and the need to adjust permissions 

when duties changed. The study emphasized that access rights should be reviewed periodically so that permissions 

remain consistent with current organizational roles. 

DISCUSSION 

The findings show that the five assessed data security principles had been incorporated into the daily operation of 

EMR at Kota Tengah Community Health Center. This is consistent with the role of EMR as a digital system that 

requires not only efficient information management but also safeguards for sensitive patient information. The 

original study relates these practices to the information-security framework and to ISO/IEC 27001:2022, 

particularly the need to protect information through organizational policies, procedures, and technical controls. 

For confidentiality, individual accounts and restricted access provide a basic layer of protection for patient 

information. However, secure credential management is equally important. Writing passwords in accessible work 

areas can weaken otherwise appropriate access restrictions. Routine information-security education and access 

audits can reinforce staff compliance. 

For integrity, verification and correction of patient information help maintain data quality. The absence of optimal 

audit-trail utilization, however, limits the ability to trace changes systematically. Strengthening audit-trail 

monitoring and establishing clear procedures for data correction can improve accountability and facilitate 

investigation when discrepancies occur. 

Availability depends not only on the EMR application itself but also on supporting infrastructure. The availability 

of backup procedures is positive, while unstable internet connectivity remains an operational vulnerability. Network 

maintenance, contingency procedures, and periodic testing of backup and recovery processes are therefore 

important for continuity of patient services. 

Authentication through individual usernames and passwords establishes user accountability, but credential security 

remains dependent on user behavior. The findings indicate that the system-level mechanism is present, while 

password-management practices require improvement. Training and periodic reminders can help users understand 

that credentials are personal security controls. 

Access control based on job roles is an important safeguard because users do not need unrestricted access to all 

patient information. The study found that permissions were generally aligned with duties, but organizational 

changes require continuous adjustment. Periodic access reviews should therefore be formalized so that permissions 

are promptly modified or revoked when employees change positions or no longer require access. 

LIMITATIONS 

This study was conducted at only one community health center and involved five informants; therefore, the findings 

describe the conditions at the study site and should not be generalized to all community health centers. The 

qualitative design also means that findings depend partly on information obtained through interviews, observations, 

and documentation, despite the use of triangulation. In addition, the study focused specifically on five security 

aspects and did not comprehensively assess other information-security domains such as security-risk management, 

incident response, or detailed technical infrastructure assessment. 

CONCLUSION 

The implementation of data security principles in Electronic Medical Records at Kota Tengah Community Health 

Center has generally been carried out adequately across confidentiality, integrity, availability, authentication, and 

access control. Patient information is protected through individual accounts and restricted access; data integrity is 

supported through verification and correction; availability is supported through routine system use and backup; 

authentication is implemented through personal usernames and passwords; and access control is aligned with users’ 

duties. Nevertheless, improvements are still needed in password management, audit-trail utilization, periodic 

review of user access rights, and network infrastructure. These improvements are important to strengthen patient-

data protection and maintain continuity and accountability in EMR-based healthcare services. 

RECOMMENDATIONS 

Kota Tengah Community Health Center should strengthen password-management policies, conduct regular 

information-security training, optimize audit-trail functions, and establish scheduled access-right reviews. Network 

infrastructure and backup procedures should also be monitored and tested regularly. Future studies may involve 

multiple healthcare facilities and additional informants, and may examine other dimensions such as security-risk 

management, incident response, user awareness, and technical controls. 
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